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AMA Self Service Password Reset Guide

This guide describes log-in, enrollment, and resetting password procedures with AMA Self
Service Password Reset.

If this is your first time accessing the system, complete section 1.

If you have enrolled before and need to reset your password, complete section 2.

If you have any issues, please use section 3 to reach out to AMA personnel.

1. Enrolling into Self Service
2. Resetting your password
3. Contacting Support
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Enrollment

1. Accessing the Site
You will receive an email with instructions to register your account at
. Paste this address into a browser or follow the link from the

email.

€« C @ passwordresetama-inc.com/authorization.d * O
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& signin

A Forgot your password?

B Account locked down?

Username and password information can be found in a separate email:

Welcome Aboard!
o no-reply@ama-inc.com
Wed 8/19/2020 1:02 PM

Hi Jackson.Powell,

Welcome aboard!

You can get started with the below credentials.
Username :Jackson.Powell

Password :1#@5E9Y3

We are excited to have you over. See you soon!

Reply Forward
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Enter your username and password, change the domain to AMA-INC and click Login:

ANALYTICAL MECHANICS ASSOCIATES

& Sign In

jackson.powell

AMA-INC

) Forgot your password?

ﬂ Account locked down?

2. Email Address Verification

When you login you will see the following page - Select your email address from the dropdown:

- C @ passwo

ADSelfService Plus )

& Jackson Powell

Get a verification code via email

Select your email address
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Click Continue. A Verification code notification screen appears:

<« C @ passwordresetama-inc.com

ADSelfService Plus )

& Jackson.Powell

Verification code has been sent to joshua.ketner@outlook.com

Onge you have received the code, Please enter it in the textbox below

Resend Code

Trust this browser

Cancel

Check your email for the verification code:

ADSelfService Plus 2 step Verification

no-reply@ama-inc.com
o Wed 8/19/2020 1:21 PM 2 %9 =2

To: You

Dear Jackson Powell,
Please enter this verification code : 31580717 to continue login process.

Regards,
Administrator

Reply Forward

Enter the code, click Continue.

<« C @ passwordresetama-inc.com

ADSelfService Plus )

& Jackson.Powell

Verification code has been sent to joshua.ketner@outlook.com

Onge you have received the code, Please enter it in the textbox below

Resend Code

Trust this browser

Cancel
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3. Changing your password

The initial password emailed to you (i.e.: tH@SE9Y3) is entered in the “Old Password” Field.
Create a new password (at least 8 characters with at least one uppercase, lowercase, special,
and numeric character) and enter it into the “New Password” and “Confirm New Password”

fields.

Click Change Password.

ADSelfService Plus )

Change Password (3

Old Password
MNew Password

Confirm Mew Password

The maximum password age is 90 days
The minimum password length is 8
Mo. of Passwords Remembered is 24

The password complexity property is Enabled

Cancel

A “password change successful...” dialogue box appears:

Click Close.

Status X

Password change successful Tor the following account(s)

Jackson.Powell - internal.ama-inc.com

Close
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4. Enrolling
A “Welcome!...” dialogue box appears:

Click Click Here to begin the enrollment process.

<« C @ passwordresetama-inc.com

Welcome! This portal offers you the power of password self-service!

* Password Reset: Securely reset your machine password without help desk assistance,

@ - Account Unlocks Unlock your sccount when you get locked out without help desk assistance.

M - eoofile Updste: Update your photo, mobile number, sddress, and other details on your own.

Complete your enraliment nowt [T

A set of security questions will appear. Select and answer two questions. Then, click Next.

Please enroll for the forced verification methods enabled for your account.

W security Questions

Question | __ please select a Question - ~

-- Please Select a Question - ~

| Hide Answer(s)

« The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

Step 10f2 m

Next you will need to verify a mobile phone number to use as a verification method for resetting
your password. Enter a mobile number and click Send Code.

You will receive a text message with a verification code. Enter this in the verification code field
and click Verify Code and Continue.

Please entollfor the forced verification methods enabled for your account.
[] sms verification

Enter the mobile number whers you want to res
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Enroliment is now complete!

NOTE: If you have Google or Microsoft Authenticator on your phone and would like to use one
of these methods as a backup for verifying your identity, follow the steps below:

The Backup Verification Methods section will allow you to configure these:

< C @ passwordresetama-inc.com

ADSelfService Plus )

B Email Verification

Joshua.ketner@eutlook.com Verified

Add Email

[J sws verification
7573008361 Verified &

Add mobile number

Set Up Backup Verification Methods

e Google Authenti

n

Microsoft Authenticator

For setting up Google Authenticator Mobile phone application, click Setup under Google
Authenticator and the following will appear:

Google Authenticator X

1. Install Google Authenticator.
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

Can't scan the image?

4, Enter the code generated by your authenticator app
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Scanning the QR image in the app will generate a code for ADSelfService Plus.

Enter the code into line 4 and click Verify Code.

Google Authenticator X

1. Install Google Authenticator.
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

Can't scan the image?

4, Enter the code generated by your authenticator app 312204

Google Authenticator will now show as a listed authentication method:

Enrolled Verification Methods

d o Venry your Identity using any of the methods listed belo Learn more

0 Security Questions & Answer
View my security guestions &

B Email Verification

joshua.ketner@outlook.com  Verified

Add Email

D SMS Verification
7573008361 Verified o

Add mobile number

Q Google Authenticator

¥ou can use the code generated by the Google Authenticator app to prove your identity. &
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For Microsoft Authenticator, click Setup and the following will appear:

Microsoft Authenticator X

1. Install Microsoft Authenticator.
2. Go to the Microsoft Authenticator app. Select Add account = Other (Google, Facebook, etc.).

3. Scan the displaved barcode. A one-time-passcode is generated in the app.

Can't scan the image?

4. Enter the code generated by the Microsoft Authenticator app

Scanning the QR image in the app will generate a code for ADSelfService Plus.
When prompted to select the account type, select ‘Other’.
Enter the code into line 4 and click Verify Code.

Microsoft Authenticator will now show as a listed authentication method:

Microsoft Authenticator

You can use the code generated by the Microsoft Authenticator app to prove your identity, &
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Navigate to
Click on Forgot your Password?

Enter your Username, select AMA-INC for the domain, enter the Captcha, and click Continue.

# passwordreset.ama-inc.com/authorization.do

Adbh

ANALYTICAL MECHANICS ASSOCIATES

Sign In

Forgot your password?

jackson.powe!

AMA-INC

Oq \“\ng 05dhdb

Account locked down?

You will now be prompted to select one of the identity verifications options you configured
during enrollment. Choose one and click Continue. Follow the steps outlined depending on the
option chosen. Then, select a second identity verification option.

ADSelfService Plus )

& Jackson.Powell @ (@ 04:55 [] Mobile Access

Select one of the option below to prove your identity

Security Questions
Email Verification
SMS Verification
Google Authenticator

Microsoft Authenticator

Cancel
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Upon completing two of the verification methods, a Reset Password screen will appear.

Enter your New Password (at least 8 characters with at least one uppercase, lowercase,
special, and numeric character), Confirm New Password and the Captcha. Then click Reset
Password.

ADSelfService Plus )

& Jackson.Powell @ o4 ([ Mobile Access

Reset Password

A “password reset successful...” dialogue box will appear:

W/ Password reset successful for the following account(s)

Jackson.Powell - internal.ama-inc.com

Back to home
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Contacting Support

For help with the self-service password, please contact the following:

Through end of August 2020 (During Costpoint Transition)
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Name Phone Email Role

Mark Moorcroft | (408) 431-1712 mark.w.moorcroft@ama-inc.com | IT

Dennis Bulgatz | (256) 508-9810 bulgatz@ama-inc.com IT

Joshua Ketner | (757) 300-8361 joshua.d.ketner@ama-inc.com IT

Sheri Thurrott (757) 865-0000 thurrott@ama-inc.com Hampton Site

X222 Manager

Joyce Stallings | (757) 864-9857 joyce.m.stallings@ama-inc.com | TEAMS3 PMO
Beginning September 2020 (Post Costpoint Transition)

Name Phone Email Role

IT Helpdesk (833) 503-1078 | helpdesk@ama-inc.com IT

Joshua Ketner | (757) 300-8361 | joshua.d.kether@ama-inc.com | IT

Joyce Stallings | (757) 864-9857 | joyce.m.stallings@ama-inc.com | TEAMS3 PMO
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